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Abstract
A physical protection system (PPS) integrates people, procedures, and equipment for the protection of
assets or facilities against theft, sabotage, or other malevolent human attacks. The PPS plays an important
role in every stage of the entire life cycle of a nuclear power plant from construction and operation
to decommissioning
The pioneering works in the area of the qualitative and quantitative evaluation of PPS effectiveness
were completed in the Sandia National Laboratory (SNL) in the 1970s. A notable contribution of the SNL
in this period is the “Estimate of Adversary Sequence Interruption (EASI)” which provides a basis for
evaluating the probability of ceasing the attack based on the detection, delay, response and communication
characteristics of PPS.
The characteristic of the EASI model in selecting one path with a threat specified in advance makes it
easy—to—use on one hand, and is viewed as its main disadvantage on the other hand. The EAST method is
used the enumeration method to seek the vulnerability adversary path, but when the size of the intrusion
node becomes larger, the computation becomes larger and the solution speed becomes slower.
A novel heuristic path-finding method named “Heuristic Path-finding for the Evaluation of PPS
effectiveness, HPEP” was proposed for the evaluation of a vulnerable intrusion path in the PPS. Different
from the EASI method, the heuristic algorithm for the evaluation of PPS effectiveness can be applied
in virtual reality. The integrated platform for analysis and design (IPAD) of PPS presented combines
the functions of 3D modeling of PPS with an automatic 2D design drawing generation. The proposed IPAD
will provide the designers with comprehensive and visualized information of PPS in one platform which
will enable the quick and convenient design of PPS.

Scenario analysis is used for the analysis and rehearsal of PPS with the IPAD platform and DID risk monitor.
DID risk monitor is used as an interactive simulator that contributes to interactive simulating the
scenarios of adversary intrusion, response, and defeat. This interaction simulator integrates the

knowledge bases of security management and simulates the intermodulation process of related agents
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