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Abstract—In this paper, we present an integration platform
for dynamic reliability and probabilistic risk analysis. The
platform consists of four key components: i) simulation-
based fault injection analytics providing a new paradigm
for determination of probabilistic mapping scheme based
on the execution traces of the system dynamic
characteristics; ii) a matrix-based infrastructure which
supports unsupervised learning on Markov/CCMT
modeling and updating; iii) an enhanced hybrid compute
engine implementing for dynamic reliability analysis with
additional consideration of the interactions among systems
and phased mission problems; iv) a success-oriented safety
monitor facilitating system configuration management and
online risk monitoring. The integrated dynamic reliability,
risk and safety management platform is developed in JAVA
and MATLAB/Simulink environment. Finally, risk-
informed decision support is envisioned with the Living
PSA integration and platform optimization.
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I. INTRODUCTION

Today, digital transformation becomes a hot topic
covering for almost every field of industrial applications,
even for the safety critical industries such as energy
systems, aerospace and petrochemical engineering, etc.
1. While the widespread implementation of digital
nuclear applications is just starting out due to the
conservative safety and security considerations as well as
higher safety standards and rigorous safety review
process in nuclear industry!®. The primary reason nuclear
power plants refrain from the digitalizing process is the
not completely clear behavioral mechanisms involved in
embedded system[l, It is because the Instrumentation and
Control (I&C) systems involving with human
interactions work as the neural center of nuclear power
plants. Any latent ambiguity and uncertainty must be
avoided or removed to an extreme in digital system
design and review phase. Another major issue for the
delay of digital implementation of I&C systems in
nuclear power plants is that the evaluation process is
rather complicated due to the features of dynamic
interactions, time-dependent problems, loop structures,
linear and non-linear aspects as well as uncertainty issues,
etc. The credibility of analysis methods and analysis
results is not quite enough for reflecting the real-world
complex interactive process of digital 1&C systems.
Consensus on comprehensive analytical methods and

tools used for dynamic reliability modeling and analysis
of digital systems in Probabilistic Safety Assessment
(PSA) context is still lacking®!.

The reliability and risk evaluation of digital systems
in nuclear power plants can be traced back to the early
2000s!1. During the year 2005-2009, Nuclear Regulatory
Commission (NRC) conducted a pilot study on the
reliability and safety analysis of nuclear digital 1&C
systems. Thereafter, a series of intensive review and
comparative analysis reports®l’l are conducted and
pointed out that the traditional methods are no longer
applicable to the dynamic reliability and risk analysis
digital control systems due to their complicated dynamic
characteristics. The single dynamic method is also
commonly limited to a particular problem solving and is
difficult to achieve a global solution towards all issues
involved in the complex dynamic process control and
safety operation. It is therefore research trend is also
suggested to focus on the advanced integration
techniques for comprehensive safety analysis of digital
control systems. The existing mainstream dynamic
reliability and risk methods include dynamic fault
tree/event tree, Dynamic Flowgraph Methodology
(DFM),  Markov/Cell-to-Cell-Mapping ~ Technique
(Markov/CCMT), Monte Carlo simulation method,
Bayesian network, Petri nets, and GO-FLOW
methodology, etcl®l. Among them, DFM method and
Markov/CCMT method are deemed as the two most
promising dynamic methods appropriate for reliability
and risk analysis of digital 1&C systemsl). The two
approaches of DFM and Markov/CCMT for reliability
analysis of digital 1&C systems in nuclear power plants
are later on in detail compared and discussed with case
studies contributing to the regulatory sidel®). An
algorithm  for  deductive  implementation  of
Markov/CCMT is also proposed by the authors for risk-
significant system scenario identification!*% and software
fault localizationt*¥, The backtracking algorithm is
further applied to the aerospace and automotive domains
for identification of risk-significant scenarios to system
failurel*?, The algorithm is efficient for one-directional
backtracking search analysis, but it could quickly result
in numerical catastrophe when handling the calculation
of a large-scale matrix of system probabilistic mapping
scheme. Meanwhile, how to determine the probabilistic
mapping scheme is a task emphasis and difficulty in the
implementation of Markov/CCMT analysis, especially
for complex nonlinear system. There is also lack of an
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integration platform to facilitate Markov/CCMT
modeling and analysis of dynamic systems. Therefore, an
integrated platform augmented with a hybrid compute
engine is developed based on Discrete-time Dynamic
Event Tree (DDET), Markov/CCMT and GO-FLOW
methodology in this study for dynamic reliability, risk
and safety management in PSA context. The integrated
tool supports for fault injection testing, automatic
modeling and learning update, dynamic mission
reliability analysis, and risk-based safety management.

The rest of the paper is organized as follows. Section
Il introduces the overall framework of the integrated

dynamic reliability, risk and safety management platform.

A simulation-based fault injection machine and a
probabilistic mapping matrix generator are discussed in
Section 1l and 1V, respectively. The hybrid compute
engine aiming for dynamic reliability and risk analysis is
developed in Section V. An enhanced safety monitor is
envisioned based on our previous work of risk monitor in
Section VI. The conclusions are given in Section VII.

Il. FRAMEWORK OF AN INTEGRATED PLATFORM FOR
DYNAMIC RELIABILITY, RISK AND SAFETY MANAGEMENT
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Fig. 1 Framework of the integrated platform for
dynamic reliability, risk and safety management

The framework of dynamic reliability, risk and safety
management platform is shown in Fig.1. The framework
is tailored for comprehensive accident causation and
safety management by integrating the extended dynamic
PSA with risk assessment of digital 1&C systems. The
complex features of digital 1&C systems involved in the
process monitoring and control such as nonlinearity,
multi-state transition, dynamic interactions, time
dependence, epistemic aleatory uncertainties, multi-
phase mission planning, system configuration changes
and aging effects etc. are difficult to be described and
characterized by one single method and model. It is
therefore an integration approach that combines the
discrete-time dynamic event tree model (DDET)M,
Markov/CCMT model™, and GO-FLOW model™! is
developed within the platform for facilitating simulation-
based fault injection testing, automatic modeling and
unsupervised learning to probabilistic mapping matrix

scheme of process interactions involved with digital 1&C
systems as well as for providing a powerful hybrid
compute engine in support of Living PSA applications
and risk monitor in nuclear power plants. The
aforementioned plant behavioral characteristics can be
elaborated from either system design
specification/technical specification, process monitoring
facilitated by operator support system in main control
room, or plant dynamics simulator, or combinations of
the above. The overall PSA models are organized in
separate divisions, where each focuses on different
aspects of risk assessment. The DDET model is applied
to accident sequence precursor analysis, where the
headers representing system function failure can be
further explicitly modeled by Markov/CCMT or GO-
FLOW method. To be more specific, the dynamic
process interaction involved with failure of digital 1&C
systems are modeled by Markov/ICCMT. The various
analytical applications including dynamic process
reliability analysis, system state propagation analysis,
system failure prediction and fault localization, risk-
significant scenario/risk point identification, etc. of
digital 1&C systems can be done with Markov/CCMT
model. The multi-phase mission of safety engineering
features with frequent system configuration changes and
aging effects in accident mitigation can be taken into
account in GO-FLOW models. In addition, success path
or risk mitigation planning can be carried out based on
the identification of minimum path set in time series by
GO-FLOW method. The safety margins obtained for risk
investigations in an integrated solution are used as
essential inputs to support risk-informed decision-
making process for guiding system design optimization
and safety review, intelligent operation and maintenance
activities. The key components of platform for dynamic
reliability, risk and safety management include 1)
simulation-based fault injection machine; 2) probabilistic
mapping matrix generator; 3) hybrid compute engine; 4)
living PSA and risk monitor, which will be discussed in
the following Sections.

1. SIMULATION-BASED FAULT INJECITON MACHINE

On one hand, the fault injection machine is tailored
for exploring the operation and failure mechanisms of
digital 1&C systems, of which the complex nonlinear and
uncertain system dynamic behaviors are usually difficult
to capture by analytical methods. On the other hand, the
problem of obtaining exact integration equations for
representation of non-linear aspects of system dynamics
can also be effectively addressed by the simulation-based
fault injection testing with Monte Carlo sampling and
path tracing. The model-implemented fault injection can
be integrated into the simulation of digital 1&C systems
in either MATLAB/Simulink or LabVIEW modeling and
simulation environment. The simulation-based fault
injection machine developed in MATLAB/Simulink
environment is shown in Fig. 2.

In order to obtain the probabilistic mapping scheme
for Markov/CCMT analysis in an efficient way, an equal-
weight quadrature scheme is proposed as an alternative
solution to continuous integration within the framework
of simulation-based fault injection. It has been validated
by our previous studiest*! the simulation-based testing



results approximated by equal-weight quadrature scheme
are getting closer to the exact analytical solution when
enough more trials are performed. For modeling
stochastic behaviors in simulation digital 1&C systems,
the continuous process variables are discretized and
abstracted as cell points randomly distributed in the

system state space under given component configurations.

The mathematical functions and operation of complex
process control systems can be estimated and mimicked
through random sampling and statistical modeling. These
cell points will be sampled with a random selection from
the input probability distribution for the whole system
state space and simulated for trajectory generation so as
to uncover the phenomenon tied to system dynamics. The
automatic generation and update of probabilistic
mapping scheme is readily to implement with the Monte
Carlo simulation-based fault injection machine.
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Fig. 2 Simulation-based fault injection machine

IVV. PROBABILISTIC MAPPING MATRIX GENEAROR

Based on the Monte Carlo simulation process for
system dynamic trajectories tracing, the conditional
probability mapping relations of system state transitions
can be obtained from the statistical tests. A probabilistic
mapping scheme generator implemented with a matrix-
based infrastructure is further developed to facilitate the
process for automatic modeling and update of
Markov/CCMT model. The probabilities of system state
transitions are mapped and coded into matrices so as to
improve the search efficiency among system state space.

As shown in Fig. 3, the Markov/CCMT model of
system dynamic interactions under epistemic and
aleatory uncertainties (Q matrix) is consisted of two
coupling parts: Markov chain of state transitions among
physical components (H matrix) and CCMT model
representation of system dynamic behaviors under given
physical component configurations (G matrix). The H
matrix of Markov transition probability mapping
relations can be determined from state transition diagram,
which is usually elicited from Failure Modes and Effects
Analysis (FMEA) and Finite State Machine (FSM)
description. The G matrix of cell-to-cell transition
probability mapping relations can be generated by
continuous integration on the exact mathematical models
or estimated by the simulation-based equal-weight

quadrature scheme described above in the case of that the
exact integral equations are difficult to obtain for
complex non-linear process control systems. Meanwhile,
the probabilistic mapping matrix generator supports both
simulation data-driven model update and real-time data-
driven model update in accordance with the different
sources of input data.
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Fig. 3 Probabilistic mapping matrix generator

The functional segmentation of matrix generator,
system schematic view, finite state machine description,
definition of system physical component states, and cell
partitioning of Continuous Variable State Space (CVSS)
endowed in the visual display design of probabilistic
mapping matrix generator can effectively assist analyst
in Markov/CCMT modeling and validation.

V. HYBRID DYNAMIC RELIABLITY COMPUTE ENGINE

In this Section, a hybrid dynamic reliability and risk
compute engine based on the integration of DDET,
Markov/CCMT and GO-FLOW method is presented for
comprehensive risk and safety assessment of the whole
safety barriers of failure prevention, process monitoring,
abnormality control, accident mitigation, and emergency
response management. Fig. 4 shows the user interface for
hybrid compute engine.
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Fig. 4 Hybrid compute engine

As shown in Fig. 4, The hybrid compute engine
combines a dynamic event planning algorithm, a
multiway Markov/ICCMT search algorithm and an
optimized GO-FLOW algorithm, which aims at
expanding solutions to dynamic reliability and
probabilistic risk assessment problems. The DDET



planning algorithm is mainly concerned with the
evolution of event scenario in PSA context. The versatile
Markov/CCMT search algorithm is capable of multi-
direction search analysis such as forward search,
backtracking and bidirectional implementation with
analytic applications covering dynamic reliability
quantification, risk significant scenario identification,
fault localization and system state propagation analysis,
etc. The optimized GO-FLOW algorithm implemented
with flexible computation (cut-off criterion) on time-
dependent mission reliability of safety engineering
systems is able to provide better support for Living PSA
and risk monitor applications in nuclear power plants.

V1. SAFETY MONITOR

An enhanced safety monitor is envisioned based on
our previous work™€l in risk monitor using the optimized
GO-FLOW method, which is shown in Fig. 5.
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Fig. 5 Safety monitor

The infrastructure of our previous risk monitor
includes basic functional modules for equipment
information  management,  system  configuration
management, risk monitoring, query and statistics,
system authorization management. In the newly
integrated safety monitor, some new features such as
human-centered operation feasibility analysis as well as
operation supervision and audit are also incorporated into
the risk-informed operation and maintenance framework
to build a more powerful tool. The impacts of failure of
digital 1&C systems on plant risk and safety are also
being considered to extend the scope of existing PSA for
providing better decision-making support.

VI1Il. CONCLUSIONS

In this paper, an integrated platform for dynamic reliability,
risk and safety management of nuclear power plants is
presented. The systematic risk analysis process including
system dynamics modeling and simulation, dynamic reliability
and risk assessment, risk management is implemented based on
the integration of DDET, Markov/CCMT and GO-FLOW
method within the integrated platform. The integration platform
boosting with these kernel algorithms can be effectively
extended in high-performance applications towards dynamic
risk control and safety management in nuclear power plants.
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