g
s Sensor Network Technologies for
ations 1IN Nuclear Power Plants

U C

Western G ® :

Engineering @& MSERC “ei



http://cies-western-eng.ca/jjiang/home.htm

y -



Outline

Introduction to Industrial Wireless Sensor Networks)

N

Pros & Cons of Industrial Wireless Sensor Networks)
N

Special Needs in Nuclear Power Plants )
N

Applications of Wireless Sensor Networks in NPP )
N

Some Research and Development Work )
N

Conclusions )
N




]

THE ELECTROMAGNETIC SPECTRUM

Wavelength
(in meters)

Sire of a
wave lemgth

Cormamom
nama of wave

Sources

Frequency
{waves per
second}

Energy of
one photon
{electron volts)

'HJ:!- 'HJJ' 'Il::ll 1 'H:I-1 'Il::'-u;' 'Il::'-'F 'Iﬂ-ﬂ 'Il::'-'il E:l-fl 'Il::l-? 'Iﬂ-l:!- 'Iﬂ-g 'I':'J-IL'I ]G” 'ID-'I.;'
| | | | ] | | | | ] | | |
. P - _ r—
(J This Feriod LB i s il e
5.:.;:[:| Cadl Eeis Vens Protein Water Molecuks

"HAELY X EAYS |

IMFREAREL =  LLTRAVICILET
BAICROAAVES n RO X EAYS AR R, RAYS
E i ey é %
FhA Badio Mrﬁﬂmm‘ Rasclai Radinactive
Light Budls " Fa
AT v Thve ALS Dok et
| | ] ] ] ] ] ] ] ] ]
'Iﬂl': -lcl.l" .HJE 'H:I'} ]'::llu 1'::"1 'IEIIJ' 1|::II:!' -||::|||1 'IGII.JS- 10”: 'IE:II.? 'IEIIE 'IOI';‘ 'IGI.;'L'I
. e — —_—
|wamr higher
| | | | | | | | | | | |

w? 10® " % 1wt 1t 1w 1 g0 1 10 1w 10? 10 108 108

Spectrum of wireless sensors
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Advances in Wireless Communica

Computer networks

Video telephony Satellite & the Internet

Telegraph &
telephone

An early Morse telegraph machine &

the first telephone The first transatlantic wireless

signal by Marconi in 1901,
Signal Hill, St. John’s,
Newfoundland

Canada’s first commercial Earth e

Space communication observation satellite, RADARSAT-1,
launched in November 1995 v
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Advances in Controel and Instrument
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O lower installation costs

O lower maintenance costs

O reduced connector failure

U rapid deployment

O less or no wires

O increased mobility and collaboration
O convenience of use

O faster access to information
O easier network expansion

O easier network modifications
O access to difficult locations
O options for guest access

L new operation possibilities
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dustrial Applications of \

m Industrial wireless sensor network (IWSN)

» Interconnected wireless sensors
» Sensors measure physical process variables
» Information transmitted to the control/monitoring station

Host application
(e.g., asset management)
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\VWSN Modules
m WSN modules

» Use low power
» Communicate wirelessly

m Offers

» Conveniences and cost-savings

Sensor & Transmitter Microcontroller Unit Fieldbus Interface

-

Fieldbus
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Graphic source:http://www.automationworld.com/sites/default/files/styles/lightbox/public/field/image/GE%20Wireless%20Sensor%20Network.png?itok=8v3RKQVE
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Standards and Protocols T Efm 'W(
m International standards and protocols for
IWSN
» ZigBee.

> WirelessHART.
> ISA 100.11a.

ZigBee

WirelessHART
ISA100
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rial Versions of WSN System

Emerson process management
(WirelessHART)

Honeywell

T
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Potential Applications of IWSNS In Nuclearj.:__._:,,ﬁ,__

m Use of Industrial WSNs

» Process variables measurement
» Equipment condition monitoring
» Predictive maintenance

» Remote diagnostics

» Post-accident monitoring

m WSNs in NPPs

» For monitoring applications.

» Can be used in both primary
and secondary systems.

m \WSNSs offer

. o . m Applications of interests
» Cost savings — wire in NPP is

expensive (e.g., $2000/ft) » Equipment condition monitoring
» Convenience — wires can be » Plant environment monitoring
difficult to install > Radiation level and dose

monitoring
15




ereless Equment Monltorlng System
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Wireless Equipment Monitoring System
(Safety Related) ab

Containment Spray
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WSNs for Equipment Monitering

m Equipment condition monitoring in NPPs

—4 18
I
Séurce: Googleimage, http://www.jsm.or.jp/ejam/Vol.2.No.1/NT/22/EJAM2-1NT22-Fig.7_Condition_monitoring_of_equipment_in_PCV(2).png



WSNs for Equipment Monitoering

m Additional sensor measurements can be
acquired
» In a cost-effective way
» Provide redundancy and/or diversity
» Protect a monitoring system against physical mishaps

m Measurements from wireless sensors

» Validate the wired sensor readings
» Serve as a back-up unit

» Provide an alternative ways if the wired channel fails
m WSN can help optimize maintenance

» Reduce plant down time

» Reduce radiation exposure

» Improve plant economy, safety and availability
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_ ] Accident Monitoring
m Wireless technologies Standards History

Proposed
IEEE Std IEC/IEEE
497-2010 Standard

s Monitoring technologies s

LI Reg.
Guide 1.97
ANsI/ANS
-4.5-1080
IEEE Std
Bm 497-1981
s O
3O - ool
fooh - wook
10K 6008 March 1979 — TMI
OO - BOOK
GO - W00k [ ] ®
ol - i
-ju o March 2011 - Fukushima
s
Arwa ot
o ] MCR ﬁ
Satellite
Eukushima
oyt brwved Ml » o N Power Plamt -
Eukushima Prefecturel ; . Conventional I&C 30km
e
‘ Terrestrial
Hardened network

Containment Monitoring

Equipment
= Power Fail
= |&C Equipment Fail
= MCR Fail

= Radiation Leak
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S used for Eguipment Mo ,riing*ﬁ &\

» ',"

Issues

> Performance of WSNs in an NPP environment
< Harsh EMI environment.
s Complex geometrics.

s Packed with equipment and large concrete and
steel structures.
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Networks

1 www.moxa.com/newsletter/connection/2014/07/feat_o1.htm



WSNsS Syste

m Characterization of EM environments In NPP
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d EM iInterference to safety instruments in the

plant

d Interference by the electromagnetic noise from

other equipment
d Modulation frequencies used
 Effective signal transmission within the plant

d Radiation damage to electronics in the WSN

devices
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EXclusion Zones near Safety Instruments

TRANSMITTERS iV IS AREA
WS STRICTLY PRO HIBITED
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EMI/REL Impacts on Safety 1&C Instruments

m EMI/RFI effects depend on the transmit power
level

» Walkie-talkie and cell phone use higher levels of transmit
power

» WSN devices can operate at a much lower power level

m The EMI/RFI impacts from WSN modules will be
minimal
» Several test deployments have lead no issues
» Experiments have further confirmed such observation



Experimental Results

m A log-rate meter was selected as a sensitive
INstrument

>

>
>

Receive the output from a log power meter, which is used to
monitor the reactor power

Generate the derivative of the log power output

This derivative is a natural indicator of how fast the power is
Increasing

Several log rate meter trips have been reported due to
EMI/RFI

29
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Systems Used in the Tests

A fission chamber
Power supplies

A log power meter

A log rate meter R ¥
An oscilloscope

—

 Log-power meter Iﬁ/
————— \i/

Log-rate meter

|

Oscilloscope

Log rate

/ meter

Power supplies
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Wireless Devices Used In the Tests

m Dev. 1. The WSN
modules, using ZigBee
protocol.

m Dev. 2. The WNS
modules, using CSS
modulation

m Dev. 3. Walkie-talkie
m Dev. 4. Cell phone

Sl



ay/ouit

m Locations of the devices

» Pos. a. Front of the log-rate meter
» Pos. b. Side of the log power meter
» Pos. c. Back of the meters

» Pos. d. Near the ion chamber and the cables (wound-up
beside the instruments)

» Pos. e. Near the ion chamber and the cables (extended to the
full length)
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Variation off EMI/REL with

m Test equipment used

» The same log rate meter
» The same walkie-talkie

» ZigBee compliant Memesic IRIS module, with transmit power
set tol7 dBm (50 mW)

IRIS modules Walkie-talkie IRIS

33
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Results Compariseon

i/ -.i.‘, A
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Comparisons of the EMI/RFI impacts of wireless devices on log-rate meter

Positions
Wireless Device
Pos. a Pos. b Pos. Cc Pos. d Pos. e
Dev. 1 None None None None None
Dev. 2 None None None None None
Dev. 3 Strong Strong Very Strong Weak None
Dev. 4 Very Weak | Very Weak Weak None None

Dev. 1 WS nodes; Dev. 2, Chirp based WS node; Dev. 3, Walkie-talkie; and Dev

. 4 cellphone
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Results of Comparison

Comparisons of the EMI/RFI impacts of IRIS module and walkie-talkie
on log-rate meter at various distances

_ ) Rate change (20/5s)
Distance In
iInches ) .
Walkie-talkie WSN module
2 14 0
4 10 0
6 8 0
8 2 0
12 1 0
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*» Several nuclear regulatory bodies have provided
guideline to address concerns with EMI/RFI form the
WSN devices on the safety system instruments

“* US NRC Regulatory Guide 1.180 has

+ identified EMI/RFI as environmental conditions that can affect
the performance of safety-related electrical equipment.

*» recommended EM operating envelopes for |I&C systems in
NPPs.
“+ Based on this guideline, a wireless system can be used
If the EM emission remains within the operating
envelope.
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Regulatory.

*» walkie-talkie radios, which typically use much higher
transmission power, and operate at MHz frequency
bands

“* WSNs devices operate at much lower power level, and
In the GHz frequency band

“* WSN nodes can be safely placed

*» There is a strong evidence that a modern WSN system
can perform in a NPP, while satisfying the regulatory
guidelines.

*» However, all relevant regulatory aspects must be taken
In the consideration for designing a WSN for a NPP

38
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Crystal River Nuclear Power Plant
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Radiation Damage to Electronics

m Electronic components on board WSN nodes must
be able to withstand ionizing radiation

» Radiation resistance is one essential requirement for WSN to be
used in an NPP

m Radiation resistance of the WSN node needs to be
designed with consideration to

» The type of radiation (alpha, beta, gamma rays, neutron)
» Normal conditions
» Accident conditions

I
Image source:-http://hamaoka.chuden.jp/english/resource/radioactivity/aspect_img_o03.jpg
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e Radiation Resistance o

» The lifespan defined that
each unit has a functional
failure under the condition

200 Rad/h —> of dose rate.

e Communication Performance

» Error packet rate, loss
packet rate, etc.

e Wireless Signal quality
20 K Radh =———> » Frequency shift, RSSI, etc.
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Conclusions

m WSNSs in NPPs has attracted significant interests
for NPP applications.

m A WSN system can offer several benefits to the
monitoring applications in a NPP.

m Several challenges need to addressed.

m Distributed antenna (leaky cable) seem to be an
effective way to connect many devices together.

m Many wireless (such as WiFi based) systems
have been installed in nuclear facilities.
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